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Abstract of JP 2003186819 (A) 
PROBLEM TO BE SOLVED: To provide a computer 
system equipped with a USB (universal serial bus) 
device with a security function, comprised of the 
USB device having a security function and a 
computer capable of using the USB. ; SOLUTION: A 
personal computer (PC) 10 has a client software 1 1 
provided with an ID storage part 16, a USB host 

peripheral equipment interface 21 to achieve an 
intrinsic function as peripheral equipment, a security 
interface 24 equipped with an ID storage part 27, an 
interface control part 25 to control the peripheral 
equipment interface 21 and the security interface 24, 
a USB bus interface 23, and the like. By the time 
when the use of the USB device 20 get 
authenticated by the PC 10 based on the 
comparison of IDs of both sides, the state of the 
security interface 24 becomes to be able to return a 
descriptor and the state of the peripheral equipment 
interface 21 becomes not to be able to return a 
descriptor. ; COPYRIGHT: (C)2003,JPO 




http://v3 .espacenet.com/publicationDetails^iblio?DB=EPODOC&adjacent==true&loc... 20 1 0/1 0/1 3 



a»H*mfflEff up) 02) & §f| ^ jfr & (a) ammmmm 

#$§2003-186819 
(P2003-186819A) 
(43)&M 0 TO5#: 7 jj 4 U (5?003. 7. 4) 



(5i) into. 7 mmn fi r^-r(##) 

G0 6F 13/14 3 3 0 G0 6F 13/14 3 30C 5B0 14 

1/00 370 1/00 3 Y0E5B08ii 

15/00 3 3 0 15/00 3 3 0C 



mimx tt^swscb ol (49 s) 



(21>fflK#St 


#P2001-382487(P 


2001-382487) 


(71)ffil8tA 000006747 










(22)tflSBH 


M3^15!^17H(2 


301. 12. 17) 


















jww*HK*«ai r@3#6# jfes 
















F*-A(##) 5B014 EB03 FA05 FB04 GD05 GD22 








GD34 GE05 HC04 HC08 HC13 








5B085 AE04 



(54) Vmo&m •fe*a.U^«flMt«USB«B*«^fc3>t;a-^^yA 



(57) 

[ISM] ***y7^WBfc#*4USBM»i:i*U 

a mmm u s BBJfef^yea-^xfAS: 



A°-y^r? ytv-? (PC) 10 

11, USB^xbnybn-914#2r^rl-|)„ US 

J32i««K ^7i-X 2 1.1 D£tt»2 7 **£fc 
^a'Jf^^7i-X24, J€SJI§H>^7x 
-X 2 1 -fedf a 'J T A A y 9 7 x -X 2 4 £ig«t h 

2 3*****. 5K*tf)lD<0Jt!ttt:J:9, USBHH 
2 0 *>«ffl#P C l 0 ic «fc 0 BEShft -fe* a U 
T ^ 7 x -X 2 4 #T ^ 9 y 7°? £jStfS «JB 
fcJflrOs Jilffl«tH^7x-X2 1«:TVX?yT? 
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y r «t&*3ga*s t^'jf^ «sm t iffie 
tzmmiimfflwzfsib i D^m-siB-ii^ia 

k U S BB«a, fflBU S B*X h r? 

V h n-5 k MI5M21K«fM^t TtaMIS-fe^ 

*Vt< mmm U S BUSgSSrfll^Jt 3 y ta-^ 

mtifz i DfclWiriytf U BBE^Bt 

OSflLfc I DkHiBayta-^tftftSftfc I Dk 

a~?y ¥ zmmtz z b mmb-ti***') r * mm 
m u s BaHs*mfe3^ta-^^rA. 
[imi2 ] it^ii i tsao-fedf a u r ^ aB8#& 
u s Bmmmifz3yh°3.-?i/Z7-Mz&^z. m 

thb%, mz***VT<mmmm±mzm®i& 
z b mwibtz*** vt< mmm u s b«&$£<i 

gen y t :a-^i±, «rSBBiE#a««»2^uigB(nft 
fet&^m^t&zb zmsib-t&±*x.VT4 mm 

m u s BflKSfcfflttfcay tA-^^fA. 

[it*3S4 1 mm i icfe**)** * y r 4 rati-* 

usB«KS*ffllifc3yta-^^r^fc:*v^, if 
IBUSBMi. ifa** a yT4«K&£8#8£*3» 

t^'Jf^ llftl U S B mZffiltl? y ta-^ 

o^ss^iJtttfneu s BBtnt^fctaj 
mmmvsBmmmtz-3yt°*-?isz^ 

[000 1] 



ft# u s B 3 y - ^ y^f AfcW L . 

JOiBBteH:* ayea-^fcUSBaNS^SSBHUTffi 

m^commm** usbbj 

[0002] 

[flawgffS] USB (Universal Seri 
a 1 Bus)li ^-y^;P3 y£a-*tf)Jtlia»» 
«0^^iSi:LT. JC<#a^4J:3lc«r-5fc. USB 

vmk ixmro < i > ~ ( 4 ) ;*i 

&#u s B SH»wff&fc»§- I/O * . 

( 1 ) **&HBOtt8 (A*B, ^-f^B, 
fVfJVtity, ^TttiXy, *-yb»7-?tlK8, 7° 

( 2 ) «^^a«^s^^ffl«n^^^&fflv^A- 
y-M^yeA-^ksares s i k . 

(3) 7? fry vr^izmb. mm&m&x* 

hhc\b« 

(4) loo#*h3yhn-9fc*n,Tftfcl27£ 
i"CU S B«KB«0SiBll3&fnnBTfc 4 i k . 

[ 0 0 0 3 ] £ <7) X 0 Zmtt-tt U S B«Hl»J 
TfoZtf. itfitill^^a-f*!, USBfig 

mm i^mmm zmmbi>mb^oc\b£ 

=5rfc'^ff=5r 3 k ^tzWfcltm oc\bi>® 
ttt, U S BflKSfc** LTfli*»0-fc* a 'J T 4 ttf|g# 

[0 0 04] ^-y^nyta-^K:«SBWsaKgfc: 

mm- n-18475 s^m mmm^Mzm 
i a. y f 4 MWfrfe* Wfc AavH*s*« 

iWi. *tffi#«*^^^»^tt«*fc!Bii§ 

*irv^a«»!i#tkjsa5feo^-y^3yt a -^t 

-^fJJT-lf v\ Ji^'ff|gS*ffl-C-oMi:^kv^ & 
[ 0 0 0 5 ] 4fc, #H¥7 - 1 2 9 7 3 6 WW ( I 

c^^y^-H) b^oiicohfoi. zMi, ic^^e 
UXr- Kc7)tffcA°xy- H mm L&Fffimmk . 

s^-wntfia^* i k tc i o . k»»s *Harrs* 

v^atrfiik^iBIELTV^. U^L. usb«H 

[0006] 

iwmmmixdbi-mmi *mi±. &mzb 
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[ooo7] ^yf^ mmzmm-h^mt 

)iayt°2.-?M<7>U s B*x f- rjy h a-5a»&Bl& 
fcfcBMrr* 

[00 08] SWi, **ayr4»ffifc*fJEl/C^S 

a'Jf-( «BBfc*f)6l/0*3rWJ s BfgMWfcffi 

[0 0 0 9] KWi, -bdfAUr^affit^JEUTV^ 
U S B^*a#IJJK«*|pfrL , Cvv3rvv'«-y^3 

z-mmzmwmt -ti z. t * mt . 

[00 10] 

fctf>0#8 J H*« 1 u s 

jna«mt guilds t t^yt^ mmmtt 
h -b * a u r < Mfg t ffieMiaanai^i^ 

mm&b i d ztmi-mmmt u s bh 

«WB»S*U frfEU S B*.x h 3 y b p-5fc WEM 

a fc «nrtiwi*>«e*ff& h^'Jt^ mm * u 

SBMHtfllifcayta-^S/X^ttjv^, me 
^a'Jf^WW, fffiUSB«Stc«J*S 

fiU: i Dktineayea-^tefiassftfc i £jt 

« b , fflBU S B aKSWUnea y t a - ^TOflM*® 

f H * SSfflW £ £ t Lfc t coX$> h . 

[0011] M*E2<o*5lli. l <^|BBfc:tJV> 

i: * . me*** y r 4 mm&mw v 
mitz.bmmbLtzhcr)x%h. 
[0012] m&3<wm\t. mm 1 <^6wk*jv^ 
•c, MiB^yh^-^ii. mmmmmm&tfziim 



4. 

[0013] M#B4*>»5!Ji, HSOTl fltfKIKcijv* 

[ooi4] msmnma. rnmiamtzts^ 
x . Huta-fe^ a y f - * kh^s&^is fcu&a&fc 

«J9#;i£#gHi, B?IB3yh° A -^T-^*^4^ii* 
S6teflJO#iSil^45tlil9iEU s Bmmzmt>htz 

mt izimmzm ^mat^y i-commzm t-c , 

ffllBriyh^-^^^MfiS^lulB-b^a Ur^lSlg 

^47ttt«:«0§^^^S - i: Itzhco 
X"fo&. 
[00 15] 

y f u s Bmmmi tz n y t° a y^f 

^t-fe^aU^-fWJSPC tdfa'Jf-fiMj^U 
SBH»t-b^aUr-f»«USB«»fciifJsii:t't 

[ 0 0 1 6 ] M 1 14, ^BB^JtBfc)** a'Jf^l 

igft# u s B«H»t«ifc3^eA-^^XTAfts^ 
mmmxhh. ay^^-^mmmbixus 

BcoMI&x-ii rusB^9-fryhV7b^xTj , 
rusByXfAyyh^xrj , rusB^^hay 
hn-9j kV^3Ji<Z)IWIWWSaiS#LT*J*), 

^7^Tyby7h^x711, USByXfAV7b 
«7x712, USBAX>fy^7i-X13WUSB 
^hayho-7l 4fe*"tS. 5Sfc. USBA'x-f 

SIE(Serial Interface Engi 
ne) 15t*U ^7^ryhy7h»7xri lfc 

fc iiEiEffl^ i d s»«-c* o . mm>m 

tt^T-fT*ffl*UTIDt#Si^Tti<m Sy 
stem B I OSWROM^-ahOffiW^ilftLT* 

&<b^tzmmmmit>tiz>» ttz. A--y^ 

17 4:14. Witfs CRT*-^*iTCJb4. 

[0017] ^yh'a.~^mm^tii>mmmmm^ 

mmtlXUSBtDMm'li ^r^ygyj , ru 
SBitSrVs^Xj , rusBA'^y^7x-Xj t 
V^3*<Di&aM^3&«®S$ilTfcO. USBB2 
0CJ>UttWIotW^y^7x-^ (JH 

2 1 , mwT;u 
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72 2, SIEj&»6*4USB^W^^7x-^2 3 
#1M£L£&CDT&D. -fy^7x-Xkl4, us 

Sift^KofcwfctTfflv^. Witf, usBryy? 
i&t, zcorvym. 3^i*fe-f. 55ttrrtit-H 

fc^3 2o<0>fy*7x-X#*>4i:^*.S. ifc. » 

"C, xyH^yhfcJi-gOF I FO (First 
in First 6 u t ) 7 TX^VX'fo 

h. mm. usB7°yy^Ti±. iwrnt-Ktiiw 

[0 0 18]®^ USBiif§20{4, ^'Jf^ 

y^7x-^ (***vf-<mmzmi-$>*m 24 
t Ji 2B^ 7 x-x 2 1 wmti 4 y ? 7 *- 

7i§iJ« «$'JP#i3) 2 5£*f S. ^^7x- 
7s$i|»2 514. 7^ «y^-2 JffflfifH 
y?7x-72 1 fc^a>Jf^^7x-^24j 

4. ^a'Jf^^7x^24dl ISflEffl^I 
DftfiHWiWWtt^f-f 7*»4>4* I DiE«»2 7 
jWRttMVO*. 4fc. USBB2 0CI1 -fedfx 

IKU l 5#x.^'y^2 8fc{4, USBB2 0«^a 

& 0 . Sifrfe* a'Jt^ a I) 

t -f KXr- * x^gp 2 9 ft£ . 

[0019] f-f^yr^iii, 77^ryH 
rw<o»i&£iw-h^&fc*>fc:, usbcowoi 

JgSflfc, USB*Xb3yfn-5fcfcV^USBl 
SkO^f y * 7 x-xtcjiE tfc*»5r F 7 Jrftfu- K $ 
*l*fc*)fcU S BWBMPbX y t a-? (CjKtU S B$ 

#*>>r y ^ 7 x-7.cos*ff fgoi . 
[0020] &T\ A--yt;P3ye a -^ 1 oiw 

U f -f *fJSC/**ffi. U S B$t§g 2 0 ffl-CW-b^ 

a y r -f ««^>a»^*»*fco 

vvtma^frfcyc^-v 1 -A7-y3 o 2 ttsv^tSi 
[00 2 1 ] &fr£h&V?-y 1 : -Ir^'Jf^ *f*S 

p c 1 0 fc-tdf i'jf'f mjeu SBB20 mmth 

%&\,zr>\v?:wmth (ff*JSl, 2) . 02(4, #$s 

Hjttjjts-fe^ a y x mi ay e mjm 



yr-f mjsepc 1 ojc«iW4i fctei 0. OT^a 

A«ff*xh.5 . USB^hnyf n-5 1 4 #u S BfS 
§s2 0£fgihM>i: (SI) , taM7.a°7-7t-? 
XZmfcf&» USBSH2 OtfJWV7-f<i70)U 
SBWC&**£«\ fcUSB«$»2 0fc« 

®&*A6 (S2) . ^a'Jf^Wx- 

x 2 4 co^^t -f t. ? y 7* ^jg-frs 4 o fcinm&t 
h (S3) «, ftura&tt? u s BissTftWiWisffii 

[0022] ^-yt;^yt a -3' 1 0*^USBI 
m O'Vf y^7x-XMW2 5c0^*|^5l!gtl»3 
-?yK£j*ftLT (S4K USB«^2 0i4^y^7 
x-7iffl»^*£^-fffi£}IL (S5) . a'-vt- 
wyta-^i 0{4MDffi^K#t, -fy^7x-7 

IMgP^*l^iJS-ri. (S6) .■ y^7x-7$IJffl! 

gp^S>4^ ( S6-Ye s ) , ^-yt^nye*- 
r^^KsW* (S7) . «fc % A-y^/K^yta- 

^ fc-fe^f a 'J r -f **tJ£^ U S B ffigf^g^ t fc*^- 

{4. y?7*-z®Mi$m^t¥mztimx* (s 

6 -No) x «fflT&*v^k*i~iffciittUT»7 

■T4 (S2 1 ) . mzx mmnm^tix^^u 
s Bm^mm±-th - 1 i> . 

[0023] USBB20(ma'Jf^^7x 
-72 4C7)T^7^y7^^3E-r (S8) . ■fe^fay-r 
-f -i y 9 7 x-7x 2 4 <9r -f 'J 7°^ /£* 
^(S9-Yes), ;vyt;i/3yta-^10H 
U S Bill! 2 ONBKfflW I D ^ ( S 1 0 ) . 
US B«H2 0(4 I DlBtt952 7 ftfcftftLT^* I D 
^jg-T (SI 1) . A--y^3yea-^10{4ID 
SrK#L (SI 2) % ^a'Jf^^7i-^ffl© 
K5-fA'Srn-h*tT (si 3) . K-yt;^yex 
-^rtcOI DIBH^l 6(C«*LTV^ I Dfcff&LT 

(Witr. i d tf-w&t ix ) . mm 

mitmd (SI 4) . MW«tUSBB2 0 
#-fc*ay-r^y?7x-X2 4^T4 7s?yT?£ 
jg€=5r*»-?fc*&{4 (S9-No) , ffifflf^^^fc 

&a-if ciia ixmj-tt ( s 2 1 ) . 

[0024] ISWIOISII. ffiffl&ISftS tmitz 
m&lZ ( S 1 5 -Ye s ) . A°-V^3^t°a-^ 1 
0*>My*7x-7JM»2 5£3VyKmtfUt 

( s 1 6 ) s MaBt tT^*«g mm. u 

S B^OT. h k-yBTV^H'X h I/-i>«) 
ie8W*JB2IM»>f y?7x-7 2 1 c7)r> V7f 
ZMit&Xo Iz-tZ ( S l 7 ) . t-=5r^*>. JffflS^f 
y^7x-X2 lfflcOX-f yf-2 6*Hfc*i:V^i4: 

y^7x-7 2 icorV7^yr^&s*-ri» (si 

8) . USB®H2 0(4, Jlffl«^y^7x-7 2 1 

Or-f VT?*m- ( s l 9 ) . A°-y^aytf 
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^-9 l OliJMggM y^7x-^2 l (cjSfcfcJiW 
^H^^A'&MXtn-^l, (S20) . MzX'O 

(si 5— No ) , mmx-% zj--?i,zm%\ i 
x»r-t& ( s 2 i ) . 

[ 0 0 2 5 ] 02 WitatiiLTl^W, U S Bffi#2 
OZWVtmt. usBB2 0^«8U^i:«i 

x-h-ixh^-vi-^yv*.-? i ow^fAWA- 

M2) . M^it A-yt;^yej.-^10?!)^^ 

y?7x-xmm$2 5i,za-?y}i$:mi$iix. mmm 
?zwitz£d%tmt l zi-& > zti^y). mftitiu 

SB«§§2 0£flil<0PC (mz, -trdf^Ur^Kfc* 

*fjsE« p c ) \,zm&tz> t mmmzuzmmzx t 
tot\^imm%<tzbtfx-%i. usbb2 
o mmmti tzt. ^-v-t^a y t°a-? i o 

<r» ^~Xt~ h im § * £*§-£(i:_hi£ LfcH 2 <9M 

[0026] ja±(cBHBUfc J; a (c, *HBreti, u s 

W^«rat^a**i4ifcT, USBMHftfllifca 

Tit. mmtb^tiitxn. mmmmt ixw** 
oiUffi ( u s b 7° y y 7° y > ) 

[00 27] *i^^A^-y2 : •fedf.il/T'fJtlB 
P C fc-fe** )J r 4 **KU S B«S*»«t5^fc 

ov^tMBj-rs (it*ii3) . H3i±, ifwmmt 

BIT* 5. ■fedfaU-r-f^JCPClOt-fedfaUr^* 
idfc, PCiOffl^-b^AUr-raffigSHa&fc-f*. 

^5fe«J6«)USB«BI*BIttfif<tti4J:afc!S:6. -fe 
^aUr^«ffig*SjrtS&fc-f ifeftfctts PCI OJt 

xwtjjry h y 7 h^xr 1 1 <oiwrcsiB!tt3£ 

[0 0 28] JSLhKSWBLfcidfc, -bdfaUr-fWffig 



[0029] a^WA7-y3«l : t^'Jf^ 
**fj£P C fc-fe^f A'Jf^ MJSU S BH§| 2 0 £ft M-T 
4«^to^TSft4 (M*«4tJj:W»»S5) . 
H4li. *«Wt*3Jt*USB«»|l<0*#aU-r^« 

*2tJSP C a'Jf-f *«SU S B«H 2 0 fcStfrf 

PC10fc«»UT-k^aU7 l -f#fJ6USB«H2 0«) 
■fc* a U t -f HBE*4a& UfcfttUcdf A ijf^ *fJ£U S 
B»82 0£JRWU **iUT4**riS«0PCfc« 

[0030] fc**yx4#JSUSB«»2 0te*ft.& 

a. ***yT4ff«usB^2 0£***y 

T-fMiEPClOfcifeBH-S. **ayT4*tJSPCl 
0{4^y^7x-X$IJ»2 5£g»l/C. -fedfAUf 

-f mmizttm ix^izt mmth « ^^yf^ 

JS5PC 1 0ipt>±** 'JT^«Bt«»4fcU*a6fcflI 

0 #11. rr y 4r- ^ 3 y ^t)j lt >f y * 7 x 

-X 2 4 Sr^fcL, T^rft^RTC^J: 3 
[003 1 ] -te^ra >J 7^ MJEU S B«H2 0 IZttlX 
•bdfA'J7 i ^^USB(SS2 0 5 
j£PC10(±-fy^7x-X$Wa52 5&ISIitT. -fc 

y -r a *fjiB p c i o a y r a wmzimt 
mizmwi&TTvr-is-i yzmmixj y?y 

y?7*-x2 4ttmzl. IJj^^wx-^t X O 

[0032] ja±tK^Ufe«J: 3 «l^^€A^-y 

1 ^ft^i'Jf-J MffiBSSoU S BR3&£-fe*a 

y r -f WBtlWiivv'S-y^ny If 3.-MZWMI 
Ttifflt&ZbifflmG&l. 
[0033] m^h^9~y3<T>2 : ^a'Jf^ 
**tJ6P C fc-bdf a y f ^ *fJ£U S Bffi^ 2 0 ^^-T 

t^z^xmmi-t (nm4t$XTmm5) . 

^EPT^tiatc. n^-y3^1 fclsl^ -fe 

^xyr^^jspci oizmmix-t^j.VTAftmu 

S Bfi|^2 0 ^-fe^f a'Jf^ LfctWC-fe^ a 

Ut 1 ^#JEUSB«»2 0*K9^U **a'Jf-f* 

[0 0 34] 4=dfaU"7 1 ^itJ5.ySBflKS2 0fcW4 



3. **AyT4#JEUSB8BB2 0£-fe**U 

■f^WJBPClOteBSBH-*. -fe^AU-f -fWJCPCl 
0{i^y^7x-x$ijM2 5^iiLT, t^yf 

jsp c i o a y r ^ wmwwzj 2 8 

[0 0 3 5] ** A yT4tt*SUSB«NB2 0fc*tl/t 
£1\ -fc*ayT4*fJGUSBM»2 0£ 
£PC10fcMy*7x-;*fflffliaS2 5£giBUC, -b 
yr^JSPCl 0frt***yT-f«ffiflJS*4 -y* 

[00 36] fiUifcBfiHUfe J a fc, ffl^^^- 
y 1 T^fc-fe* a'Jf-f «ffi£JSoU S BH&£ 

[00 37] 

«£K*>, W^cOUSBKc7)ffiJl&«Ct-|,^ 

^ffiffl-ri. 3 y e £*3i-rs*Ji£#, ssee^reg 
&u s b«h«v»-« t ^ 0 smzhmmz s . 
[0 0 383 ^31 2 amvm 

ftfti: Lro**<o«l6**^S&fc:*o3t«JBwu s Bit 

^3 ye*-? fcffiRl/tffifflSftifelifttt & 
&<7)T\ USB«^iE»^ll}L^li^K±-ri.i 

[0 0 3 9] IMll3^HB^m 
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$<r> i DBiSHi|g**aife{iiiS&fc:flJ l 3#i.^l1gi: t 
J: S-b'Jpa 'J x 4 Sffi£ffroA-y 

s BWBfcSSRLTttJt*-* i fc ^-ee^igto 
4*&£ fc *«&t4 £ i: 4 . 
[0 04 0] 11^4, 5W5WB^&ft 

'Jf^ SIBSJ^U S B$tS§?«* y 

i 4^*'J r »tB*fiffe=Srv^3 ye*-* 
fc. Wiu^^yf^K^usBBt 
t-Cffifflt S - i: £-iSWfcBtf>S*afcfc*fi5 
4. l»*3S5<0%BB"Ctt, 3 ye 

a-^iwrr y ^-y 3 0 t**yf 

^fg&«;^i»wT\ $r£&77°y^-y g y£>i 
Jn-f4 fcv^d 1MKr*trc4r^a y r 4 WmitWh&tz 

Sffifcaa&fcrffctfrc. 3ye*-*§j<7)* ?4 ry h 
rr y y 9 y±.x*<o&m&b L^tm 1 43.-- if : 

[0M^m#wj] 

[Hi] *?»iiftM?)^ i'Jf 'i «|gft^ u s 
B»£{tl£3ye A -*yxrA£^£Mi)£@ 

[@2] *^0B^(ts^ J -yx^«tg#^3ye 

[03] ^^tfeftSPCffl^-fe^ayr-ftSigO 
[04] «jl(;j3(«USBBI^^ayf^ 

7h7xT. 12-USByXf^y7b^i7, 13 
-USB/W y*7x-7. s 14-USB*Xh3y 
15-SIE (Serial Interf 
ace Engine) , 16-1 DEttSU. 17-S 
^gB. 2 0-USB««, 21-jaffl«HWy*7x- 
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